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Tunneling
Explaining in detail the concept of tunneling with regard to issue of heterogeneity in IP protocol nodes IPv4 and IPv6
The invention of the internet has been one of the greatest inventions in the communications sector if not the greatest. Since its creation, the internet has seen a dramatic improvement in communications technology that was originally never imagined possible. Improvement in internet-based communications heavily relies on underlying Internet Protocols, Security layers, available hardware, among a multitude of other advancements. As the technology continues to improve, different Internet Protocol versions have been created to support internet-based communication. To enable global communications and improve IP networks, different versions of the internet Protocol have been created. Among these are the Internet Protocol version (IPv) 4 and 6. 
After the introduction of Internet Protocol Version 4 IPv4, it was realized that the version suffered from various flaws such as limitation in the IPv4 address space, security loopholes, routing issues, among others. In order to correct these flaws, a new IP version IPv6 was created. The IPv6 seemed to offer solutions to the existing problems. However, it was realized that IPv6 was not designed to provide backward compatibility with the earlier IPv4 version. To avoid communication shutdown and to enable both versions to interoperate, a number of transition tools were developed that would continue to be used in the foreseeable future until all IPv4 applications are upgraded. The Internet Engineering Task Force (IETF) was tasked with role of overseeing the transition process. Usually the process of transition can be done through the dual-stack approach, the tunneling approach, or the translation approach. Each of these approaches has its own advantages and disadvantages. This paper emphasis on the tunneling approach especially with transmission of data packets between IPv4 and IPv6 nodes of heterogeneous networks
Tunneling 
As full adoption of IPv6 awaits global conformity, tunneling has become one of the most common means of transmitting data packets over different internet protocols. A tunnel is simply a mechanism that enables one host or network to transmit a foreign protocol across networks that would usually not accommodate such transmission. Also known as port forwarding , tunneling involves transmission of data mainly intended for a private network to be shipped through a public network in a manner that the routing nodes in the public network do not detect that the data being shipped through belongs to a private network. Through such a tunnel, a corporate is able to have its various offices in different geographic locations to interconnect with each other without causing confusion to the public network (internet) that transmits the data.
 The mechanism is usually done through encapsulation of the private network protocol and data information into the public network disguised as data. The tunneling approach is common with networks/hosts that need to communicate with other networks/hosts using similar internet protocol but through a different communication protocol/infrastructure. The most common tunneling mechanism is the Point-to-Point tunnel that operates at security layer 4 meaning that the implementation involves replacing certain protocols such as TCP (Transport Control Protocol).
As the world slowly adopts the IPv6 internet protocol, there are widespread expectations that more and more internet traffic will be carried through tunnels. Regardless of the slow pace of adoption, the full adoption of the protocol will see increased benefits for users. In the first place, the IPv4 is based on 32-bit address system while the IPv6 is based on a 128-bit address system. This simply means that while the IPv4 can accommodate around 4 billion devices directly connected to the internet, the IPv6 has literally limitless capabilities. 
Additionally, problems with security certificates and routing options will also be eliminated once all devices transition to the v6 protocol.
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The figure above shows a typical IPv4 to IPv6 transition mechanism. As can be seen from the illustration, clients, hosts, or networks operating purely on an IPv4 network can communicate naturally with users or clients using IPv4 or IPv6 based networks. As long as there exist nodes or relays through which data can be transmitted into different protocols, the v4-only networks can easily communicate with the IPv4/IPv6 dual-stack networks. 
In the simple 6 to 4 transition technology, IPv6 based sites can communicate with each other without needing an explicit tunnel setup, as they are compatible with each other. However, the v6 domains will require to use relay routers. This is an example of a simple point-to-point layer four tunnel. With a simple 6 to 4 tunnel, there is no need for there to be end-node reconfiguration and it requires a minimum number of routers as can be seen in the diagram. As can be seen from the diagram, the IPv4 path is a direct link from the client to the server and back. This implies that the v4 based clients will communicate normally with each other and only the v6 based clients will need routers to reconfigure data as it passes through the nodes. 
Another popular tunnel is the Teredo tunnel. This type of tunnel is popular with clients that need IPv6 connectivity but are currently using NAT (Network Address Translation) devices that only support the IPv4 framework. Using the v4 backbone and IPv4 packets, these clients can be able to access information from the v6 frameworks. For instance, Microsoft Windows Vista and Windows 7 have the Teredo framework enabled by default. One of the largest operators of the Teredo infrastructure is Hurricane Electric. Through this infrastructure, Hurricane has been able to advance its tunneling techniques since 2009 in areas such as London, Hong Kong, Amsterdam, Toronto, Frankfurt, and Paris. 
Unlike the 6 to 4 tunnel, the Teredo mode provides host to host tunneling and address assignments for unicast based IPv6 traffic. This is usually the case when dual hosts are placed behind one or more IPv4 NATs. The approach uses IPv4-based UDP (User Datagram Protocol) messages to transmit the IPv6 packets .the biggest advantage of this mode is that it allows IPv6 traffic from Teredo hosts to be transmitted seamlessly across networks as they are sent as IPv4 UDP messages. However, over the last few years, Teredo has lost its popularity for v6 connectivity due to the presence of ISATAP (Intrasite Automatic Tunnel Addressing Protocol).
Another emerging tunneling technology is ISATAP. When ISATAP connectivity is available in the client device, it becomes ubiquitous to upgrade a device to support 6 to 4 or IPv6 connectivity platforms. Once an ISATAP router or server is setup in an organization, the only requirement for IPv4 clients/users is for their devices to be configured to connect to it and then the transmission becomes automated by the server/router. In order to create ISATAP connectivity, an organization/client needs to have a dual-stack router/server that can be used to configure organizational devices so that they can automatically connect to IPv6. It is a cheaper module as only one server or router is required. When this server or router is connected to the v6 internet, then this router or server exists as the gateway to the IPv6 internet infrastructure. 
It is important to note that the inception of Tunnel Brokers several mechanisms of transiting data from IPv4 and IPv6 connections have emerged. Unfortunately, all tunneling techniques pose challenges especially with respect to security whenever applied. Translating mechanisms pose similar and some times more severe security concerns for their networks or users as well. 
Conclusion
Over the last couple of years, internet and computing technologies have continued to advance. This advance has paved the way for more clients to access devices relying entirely on the IPv6 connectivity platform. This is making transition to the new version easier. However, it is important to consider that certain computer applications still rely on the IPv4 platform. Because of this, clients will continue to rely on the available transition mechanisms before universal adoption is realized. The Dual-Stack model is one of the most preferred transition mechanisms available in the market. The dual-stack approach involves installing both the IPv4 and IPv6 protocols to devices that require each of these infrastructures. Through this approach, a client will utilize the protocol that they need to connect to another network or host. With both communication nodes connected and devices correctly configured, users can seamlessly communicate with any protocol of their choice as if they had full IPv4 or full IPv6 connectivity platforms. 


List of References
Ahmad, N. M., & Yaacob, A. H. (2012). IPSec over Heterogeneous IPv4 and IPv6 Networks: issues and implementation. International Journal of Computer Networks & Communications Vol.4, No.5, 
Snader, J. C. (2015).  VPNs Illustrated Tunnels, VPNs, and IPsec. London: Routledge.
image1.png
V-Only Network Relay wt /1P
Dual-Stack Network




